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IlosscHUTE/IbHAA 3alIUCKa
HopmaTuBHBIE JOKYMEHTbI, HA 0CHOBE KOTOPbIX pa3padoTana padouyasi mporpaMmma
Pabouast mporpamma 31eKkTUBHOTO Kypca "OCHOBBI MHGOPMAIMOHHON 0€30MacHOCTH B

TEJIICKOMMYHHUKAIIUOHHBIX ceTsax" cocTaBjeHa Ha OCHOBE CICAYIOIIUX HOPMAaTUBHBIX HOKYMCH-
TOB:

e npwukaza MunucrtepcTBa oOpazoBanus U Hayku PD ot 17 mas 2012 r. N 413 "OO6 yrBepxke-
HUU (peepaabHOro rocyIapcTBEHHOI0 00pa30BaTeIbHOrO CTaHIApTa CPEeIHEro 001Iero 0o-

pazoBanus" (C U3SMEHCHHUSIMU U TOTIOJIHEHUSIMH);
e 2012r. Ne 39,31 auBapst 2012 r. Ne 66, 23 uronst 2015 r. Ne 609, 7 utonst 2017 r. Ne 506);

e ocHOBHOU oOpa3zoBatenbHOI mporpammbel MBOY "Jluneit Ne 129" cpennero oOriero oopa-

30BaHUI,

®  [IOJIOKEHUS 0 padounx mporpaMmmax yueOHBIX MIPEIMETOB 5 KypCOB
MBOY "Jlunei Ne 129™;

e yueOHoro wiana MBOY "Jlumeit Ne 129"

e TOJ0BOro KajeHaapHoro yueoHnoro rpapuka MbOVY "Jluueit Ne 129";

Leap kypca: ocBOeHHE OCHOBHBIX 3HAHUHM M (OPMHUPOBAHUE YMEHUH MO 0OECTICUCHUIO
UH(POPMALIMOHHON 0€30MaCHOCTH MpH padoTe B CETH.

3agauu kypcea: [lyig peanu3anuu MOCTaBICHHON 3a7a4d HEOOXOAUMO pPEIICHHUE CIIETYI0-
KX 3a70a4:

® OCBOCHHE y4alllUMHUCS OCHOBHBIX MOHATUIN MH(OpMALMOHHON 0€30MacHOCTH, a TaKkxke Gop-
MHUPOBAaHUE YMEHUH 110 YCTPAHEHUIO U YMEHBIUIEHUIO MOCIEICTBUN €€ HapYyLICHMUS;

e (opMupoBaHHE YMEHUI pabOTaTh ¢ OCHOBHBIMHU KJIacCaMH IPOrpaMMHBIX JUIsl 0OecrieueHus
UH(POPMALIMOHHOM 0€30MacHOCTH MpU paboTe B CETH U MPAKTUYECKUX HABBIKOB MX yCTa-
HOBKH, HACTPOWMKH U UCIOJIb30BaHUS HA KOHKPETHBIX ITPUMEpax;

e 03HAKOMJICHHME C METOJaMU MM (poBaHus HHPOPMALIUHN U CUCTEMaMH CepTU(DUKAIIH;

® O3HAKOMJICHHME YYalIUXcs ¢ METOJaMH KOHTPOJISI HCTOUYHUKOB HH(POPMAIHH;

e (QopmHupoBaHUE HABBIKOB MOCTPOEHHUS NEPCOHAIBHOTO 3aIIUTHOTO KOMILJIEKCA JJIsl OJUHOY-
HOT'O KOMITBIOTEPA;

e BOCIHTaHHE YBOKUTEJIBHOTO OTHOIIEHUS K JPYTUM MOJIb30BATENSAM CETH, COOIIOACHUS Mpa-
BUJI CETEBOI'0 ITHUKETA.

O0mas xapakTepucTHKA JJICKTHBHOIO Kypca

[IporpamMma mpearaeMoro 3JeKTUBHOTO Kypca OpMEHTHpPOBaHA Ha pa3BUTHE 3HAHUU U
yMeHU# 1o obecreueHno0 HHPOPMALIMOHHOM 0€30MacHOCTH pU paboTe Ha NePCOHATBHOM KOM-
IBIOTEPE B CETH, MOJYYEHHBIX B OCHOBHOM IIKOJIE B XOJI€ U3YUEHUS OIpeeICHHBIX TeM Y4eOHO-
ro npeameta "Mnpopmatuka u UKT". JlaHHBIN Kypc mpeaHa3HayeH A TeX, KTO OMpeesul
UHPOPMATUKY Kak chepy CBOUX Oyaymux npodeccHoHabHBIX HHTEPECOB B KaYeCTBE OCHOBHO-
r'O HalpaBJICHUS.

Kypc "OcHoBbl MHGOpMAIMOHHONH 0€30MaCHOCTH B TEIEKOMMYHUKAIIMOHHBIX CETsx',
OMHpasCh Ha paHee M3YUYCHHBIH MaTepuall, MpU3BaH Pa3BUTh HauOOJiee aKTyaJdbHbIE BOMPOCHI
TEXHOJIOTHUH U CPEJICTB 3aIIUTH HHPOPMAIIUHU B CETH, a TaKKe CPOPMHUPOBATH LIETOCTHYIO, TIPH-
TOJHYIO K MPAKTHYECKOMY HCIIOIH30BAHUIO CUCTEMY MOHITHI JaHHOW 00JIaCTH JIESATEIBHOCTH.
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Kypc mo3BosiuT ydammmcsi OCBOUTh HEOOXOIUMBIE MPOrPaMMHBIE CPECTBA U CPOPMHPOBATH Y
HUX HEOOXOIMMBIE MPAKTHYECKUE HABBIKH. [Ipy M3ydeHnu NTaHHOTO Kypca MpeAroaraeTcsi uc-
I10JIb30BAHNE COBPEMEHHBIX JAEMOHCTPALMOHHBIX UM CBOOOIHO PacIpOCTPaHSAEMbIX CPEICTB U
JIOCTYI K ccTeMaM OOHOBJIEHUS JUIsl 00ecrieueHHsI MAKCUMaJIbHOW aKTyalbHOCTH MaTepHala.

Mecto kypca "OcHOBbI HHPOPMALMOHHOI 0€30MACHOCTH B TE€JIEKOMMYHUKAIIMOHHBIX
ceTsix" B 0a3MCHOM y4eOHOM IIaHe

Kypc "OcHoBbl nHGOpPMAITMOHHONW 0€30MaCHOCTH B TEICKOMMYHHKAITMOHHBIX CETSIX' SIB-
JsieTCsl STCKTUBHBIM. B COOTBETCTBUM ¢ y4eOHBIM IJIAHOM pabodasi mporpaMma Kypca paccuu-
TaHa Ha 34 yaca 1o 1 yacy B HE/IeI0 U PEaTU3yeTCsl B TEYEHUE OJIHOTO roJ1a.

JUig opraHu3aluy HCCIIEN0BATENbCKOM U MPOEKTHOM AESITEIBbHOCTH YYalUXCS MOYHO
MCII0JIb30BAaTh YacChl, OTBEJCHHBIE HA BHEYPOUHYIO JAESITEIBHOCTD.

1. Tpe60oBaHMA K pe3y/ibTaTaM U3y4YeHHUsI 3JIEKTUBHOIO Kypca "OCHOBBI

UHQPOPMALMOHHOM 6€30MaCHOCTH Te/IEKOMMYHUKALUOHHBIX CETAX"
Yuyammuecs JD0IKHbBI

3HaATb:

e Ha3zHaueHHUe U 00JACTH UCHOJIb30BAHUS OCHOBHBIX TexHUYeckux cpeactB UKT u undopma-
LIUOHHBIX PECYPCOB;
® pa3IMYHBIC CUCTEMBI IIHU(PPOBAHUS U 00JIACTH UX IPUMEHECHHUS;
e 0a3oBble NPUHLUIIBI OpPraHU3alMU U (PYHKIIMOHUPOBAHUSI KOMITBIOTEPHBIX CETEH;
® OCHOBHBIE MOHATHS HHPOPMALMOHHOM O€30M1acHOCTH;
e cpencTsa o0ecrieyeHust HH(OPMALIMOHHOM 0€30MaCHOCTH;
® OCHOBHBIE OITACHOCTH U OLIMOKY MpHU paboTe B CETAX, METO/Ibl OOPHOBI C HUMH;
® [IOHATHE BHpYca, "TPOSHCKON" MPOrpaMMBbl; CPEACTBA yNAJIECHHOIO YIPABJIECHHUS, CPEACTBA
00pBOBI C HUMU;
e CcrocoObl YAOCTOBEPEHHUSI U KOHTPOJS ayTeHTUYHOCTH BXOAALIEH M ucxoasme napopma-
LIU1, METO/bI TIPOBEPKHU €€ HCTOUHUKOB;
® [IPaBOBbIE OCHOBBI B 00JACTH 3aLIUTHI MH(YOPMAIUH, IEPCOHATBHBIX JaHHBIX U UCIOJIb30-
BaHUS 2JIEKTPOHHOM 1IU(POBON MOIIHCH;
yMeTb!

e onepupoBaTh WH(GOPMAIMOHHBIMH OOBEKTAMH, UCIOJb3ys HUMEIOIINECs 3HaHUS O BO3MOXK-
HOCTSIX MH(OPMAIMOHHBIX U KOMMYHHMKAIIHOHHBIX TEXHOJOIMH, B TOM 4YHCJE CO3/1aBaTh
CTPYKTYPbI XpaHEHUS TaHHbIX;

® [0JIb30BaThCs CIPABOYHBIMU CHUCTEMAaMHU U JIPYTMMM HCTOYHMKAMHU CHPAaBOYHON MHPOpMa-
11K

e coO01aTh NPaBa MHTEIJIEKTYaJIbHOM COOCTBEHHOCTH Ha MH(OPMALIUIO;

® YCTAaHABJIMBAThb U HACTPaWBATh NPOTPaMMHBIC CPCICTBA 3AINUTEI;

® pa3rpaHUYMBAThH AOCTYH K pecypcaM JIOKaJIbHOW MallluHbI;

® CBOEBPEMEHHO OOHOBJISTH MIPOTPAMMHOE OOECIIeUEHHE;

® KOHTPOJUPOBATh UCTOYHUKU MHPOPMAIINH 110 X 3ar0JIOBKaM U cepTHU(HUKATaM;

® UCMOJb30BATH MOJTYYEHHBIE 3HAHUS W HABBIKU JJISI OpraHU3alMyd COOCTBEHHOM Oe30macHOi
paboTHI B CETH.



2. ®opMbI M MeTOAbl OPraHU3aL MU YYe6GHOT 0 MmpoIlecca

DOJNEeKTUBHBIM KypC peaqu3yercsi yepe3 KJIACCHO-ypOUYHYI cucTeMy. Teoperuueckas U
NPUKIIAJIHAS YacTh 3JEKTHBHOTO Kypca OCBaMBAIOTCA MApajlIeNbHO, YTOOBI cpa3y 3aKperuisiTh
TEOPETUYECKHE BOTIPOCH HA MPAKTUKE, ((OPMUPOBATH COOTBETCTBYIOIINE YMEHHS.

DJNEKTUBHBIN MTPOLIECC OPTaHU3YETCs B JBYX B3aMMOCBS3AHHBIX U B3aUMOIOIOJIHAIOIINX
dbopmax:

e Ypo4HOH (hopMme, KOrja ¢ MOMOILBIO YUUTENsI OCBAUBACTCS HOBBIM MaTepual, yuuTelb KOH-
CyJBTHPYET YYalllUXCsA B IPOLIECCE PELICHUS 3a]ad, y4allUecs BBIIOIHSIOT IIPAKTUKYMBI,
3alUIIAIOT BHIIOJHEHHBIC 331aHNUs, IPOCKTHBIE PA0OTHI (TIPAKTHKA);

e BHEYPOYHOI (popme, KOraa ydaluecs mociie 3aHATHI CaMOCTOATEIbHO BHITOIHSIOT 3a/1aHUs
KOMIIBIOTEPHOI'O ITPAKTUKYMa, IPOEKTHBIE paOOTHI.

Enununeit ydyeGHOro mpouecca sBiaseTcss ypok. B mepBoil yacTH ypoka NpOBOAMT-
Csl aKTyaJu3alus 3HaHUM U U3Y4YEHHE HOBOI'O MaTepuala, a BO BTOPOHU - IJIAHUPYETCS KOMIIBIO-
TEpHBIA NMPaKTUKYM (IpakTUdeckue padoThl) AJs MOJIYYEHUS OCHOBHBIX HAaBBIKOB PalOTHI, B
KaXJI0M 33/1aHuu (POpMYJIMPYETCs Lelb U MpeJylaraeTcsi Cnocod ee JOCTHXKEHUS, IPeAIaraloTcs
3a1aHMA U1l CAaMOCTOSITENIBHOTO BBINOJIHEHMs. Kaki0e 3aHATHE HAYMHAETCS ¢ MOTHUBALMOHHOTO
JTana, OPUEHTUPYIOLIEr0 y4allerocss Ha BBITOJIHEHHUE NPAKTHYECKOro 3aJaHMs MO0 TeMme. Yda-
HIMICST UMEeT JOCTYN K KOMIIBIOTEPY M BBIIOJHSAET NMPAKTUYECKUE PabOThI IO ONMHUCAHUIO CaMo-
CTOSATEIBHO WJIM, NPU HEOOXOJUMOCTH, C KOHCYJIbTallMed U nomoulbto yuutensd. Kaxnoe 3ans-
THE HAYMHAETCS ¢ MOTHBALIMOHHOTO 3Talla, OPUEHTUPYIOILErO YYaIlErocsi Ha BBINOJIHEHHE NpaK-
TUYECKOTO 3a/laHus 10 TEME.

Hapsny ¢ unauBuyanbHOM NpuMeHsieTcs U TpynmnoBas paboTa, MperMyILIECTBEHHO B MPO-
eKkTHO! ¢opme. B 3amaun yuutens BXOAUT CO3/laHUE YCIOBUM, MPOOJIEMHBIX CUTyallUi, pa3pe-
[IEHHE KOTOPBIX MOJBOJUT YYAIIMXCS K KOHCTPYMPOBAHHIO aBTOPCKHUX pa3paboToK. BeimosmHe-
HUE MPOEKTa 3aBEPILAeTCs 3aUTON pe3ynbTara ¢ MOCIeAYIOIIHNM peIeKCUPOBAHUEM.

OCHOBHOM THUII 3aHITUN — MPAKTUKYM. BONbIIMHCTBO 3a7aHMii Kypca BBIIOJIHAETCS C I0-
MOILBIO NTEPCOHANBHOIO KOMIIBIOTEPA M HEOOXOAUMBIX IIPOrPaMMHBIX cpeAcTB. PopMUpOBaHUE
N0JIb30BATEIbCKUX HABBIKOB MOAKPEIUISIETCS CAMOCMOAMENbHOU MEopUecKoli pabomot, Y-
HOCTHO-3HAYUMOM 11 00y4aromerocs.

3. MeTOoAbI ¥ TEXHOJIOTUH O0YYEHUA

Jns pa3BuUTHS IO3HABaTENbHOM, HMH(OPMALMOHHO-KOMMYHMKATUBHOW, pe(IeKCUBHOM
JeSITEIbBHOCTH UCIIOJIb3YIOTCS:

. TEXHOJIOTUS MPOoOJIeMHOro 00y4YeHMs, KOTOpas Mpe/rosiaraeT OpraHu3aluio ca-
MOCTOSATEIbHON MONUCKOBOW JIEATENLHOCTH O0YYarOIIUXCs MO PEIIeHUI0 MpoOieM: yJUTedb He
cooOmraer 3HaHUA B TOTOBOM BHJIE, @ CTABUT MEpel YUCHHUKOM MpoOIeMy, 3aHHTEPECOBBIBAET
ero, nmpoOykIaeT KelaHue HaAaUTH crocol ee pemieHus. B xoxe mpobieMHOro o0ydenus y o0y-
yaromuxcs GOpMHUPYIOTCS HOBbIE 3HAHUS U YMEHHUsI, pa3BUBAIOTCS [TO3HABATeNIbHAs aKTUBHOCTb,
TBOPUYECKOE MBIIIJIEHUE U IPYrHe TUYHOCTHbIE KaueCTBa,

. TEXHOJIOTHSI TPOEKTHOTO OOyuYeHHs, KOTopas MPEANoyaraeT peueHne npakTuye-
CKHX 3ajla4, IPOoKMBaHHE KOHKPETHBIX CUTYal[lil, KOHCTpyHpOBaHHE HOBBIX Ipoleccos. Llenbio
IPOEKTHOTO 00Yy4eHHs SBISETCS HE CTOJBKO YCBOGHHE CYMMBI 3HAHUH, a pa3BUTHE U olorarie-
HHUe COOCTBEHHOTO OMBbITa OOYUYAIOIIMXCS U UX MPEICTABICHUN O MUPE;
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. nuddepeHpoBaHHOE 00yUeHHE — CO3JaHNe TPYI Pa3HOTO YPOBHSA MO KAYECTBY
3HAaHUH, TEMIIaM YCBOCHHSI MaTepualia, yaeOHOH MOTHBALUEH, CIIOCOOY MBIIIIICHUS.

[Tpu opranu3anuu 3aHATUN HIKOJIBHUKOB MO MH(POpPMATHKE HEOOXOIMMO HCIOIB30BATh
pasJInYHbIE METOJbl U CPEJICTBA O0YUYEHHUs C TeM, YTOObI C OJHOW CTOPOHBI, CBECTU paldoTy 3a
KOMIIBIOTEPOM K PErVIAaMEHTUPOBAHHON HOPME; C APYroi CTOPOHBI, 10CTUYb HAUOOIBIIETO Mefa-
roruyeckoro 3 dexra.

Ha ypokax napasuienbHO IPUMEHSIOTCS o0IIMe U crienupUUecKue MeTOoIbl, CBA3aHHbIE C
npumeHenueM cpeacts UKT:

. CJIOBECHBIC METOJIbI 00y4eHHUs (pacckas, oObsICHEHUE, IMIUpUYEcKas Oecera, pa-
0oTa ¢ y4eOHUKOM);

. HarJsHbIE METO/bl (HAOMIOICHNE, WIUTIOCTPALIUS, MCIOIb30BAaHUE KOMITBIOTEp-
HBIX MPE3CHTAIUI U APYTUX UPPOBBIX 00PA30BATEIBHBIX PECYPCOB);

. NPaKTUYECKHE METOMBI (YCTHBIC U MHCHMEHHBIC YIPAXXHECHUs, MPAKTUYECKUE pa-
6ortsI 3a [1K);

. npo0biieMHOE 00yYeHHE;

. METO]I IIPOCKTOB.

OcCHOBHBIE THIIBI YPOKOB:

. YPOK U3YYCHHUS HOBOTO MaTepHaa;
. YPOK KOHTPOJISI 3HAHUM;

. 00001aroil YpoK;

. KOMOMHHPOBAaHHBIN YPOK.

JUis akTUBU3aLMM MO3HABATEIBHON JESATEIbHOCTH O0YYaroLIMXCs HA ypokax HHGpopMma-
TUKU y4eOHBIH MaTepua MpeJCTaBIseTCs B MyJIbTUMEIUIHOM U HHTEPAKTUBHOM BHJIE.

OCHOBHBIMH ~ MeTOJaMM  OOy4eHus  IHpeaMeTy  SBISIOTCS:  OOBSICHUTENIbHO-
WJUTFOCTPATUBHBIN, YACTUYHO-TIONCKOBBIA U PENPOLYKTUBHBIN.

Ha ypokax uCHOJNB3YIOTCA 3JEMEHTHl CIECAYIOUIMX TEXHOJOTWH: JIMYHOCTHO-
OPUEHTHPOBAHHOE O0yueHue, o0yueHue ¢ npumeHeHuem omnopHbix cxem, UKT, snemenTs cu-
CTEMHO-/IEATEIIbHOCTHOTO NTOIXO0/1A.

Jlia ydammxcs, ucnslmuiearouux mpyoHoCmu é 0C60€HU IPEIMETA IPEAYCMOTPEHBI

. BO3MOXKHOCTh MHIMBHyaJIILHOW YpOBHEBOH A depeHranim npakTu4eckux 3a-
JaHuH,

. TIOCJICYPOYHBIE TIPEIMETHBIE KOHCYIbTAIIHH,

. JIMCTaHIIMOHHBIC KOHCyabTaiuu (e-mail, Skype),

. npe/IBapuTelibHas POBEPKA MPABUIILHOCTH BBIOJIHEHHS MPAKTHUSCKHUX 3aaHUi
¢ 00CYyX/IeHHEM OIIMOOK M MOMOIIH B X UCIPABJICHHH,

. cuctema "paboThl HaJl omMOKaMu",

. pa3MelIeHHe B OTKPBITOM JIOCTYIIE MaTepHaOB JUIsl IPOBEICHHUS TECTOB, MPAKTH-

YCCKUX, KOHTPOJIbHBIX U CaMOCTOATCIbHBIX pa60T.

4. KpuTepuu BbICTaBJIEHHSI OTMETOK yCIeBaeMOCTHU
[Ipu ocBOeHMH 37EKTUBHOTO Kypca MPUHSATA U UCIIOJIb3YEeTCs 3a4eTHas CUCTEMA.

21.]'[5[ OTCJICKHMBaAHWA PE3YJIbTATOB OCBOCHHA JOJICKTUBHOI'O Kypca IMMpeaAyCMaTpuBarOTCA
CIICAYIOINHMEC BUABI KOHTPOJIA.
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CaMoo11eHKa, CAMOKOHTPOJIb MJIM B3aMMHBIH KOHTPOJIb BBIMOJHAETCS CaMOCTOSI-
TEJIBHO YYAIIMMHUCS C COOTBETCTBUU KPUTEPHUSIMHU, PEATIOKEHHBIMH YUUTEIEM WIH pa3padoTaH-
HBIMH BMECTE C HUM.

Texkymmii KOHTPOJIb YPOBHS YCBOCHHS MaTepualia OCYILECTBISETCS MO pe3yjbTaTam
YCTHBIX OMPOCOB, BBIMOJHEHHS YYalU[UMHCS MPAKTUYECKUX 3a/laHui Ha KaKJIOM YpOKE WIH B
dbopme HaOIIOICHHUST:

e MPOTHOCTHYECKUM, TO €CTh MPOUTPHIBAHNE BCEX OMNEpalUil yueOHOro JeHCTBUS 10
Hayajia ero peaJbHOIo BHINOJIHEHMS,

e IOONEPALUOHHBIN, TO €CTh KOHTPOJIb 3@ MPaBUIbHOCTBIO, ITOJHOTON U IOCIE0-
BaTENbHOCTHIO BBIITOJHEHUS OTIepalnii, BXOJIAIINX B COCTAB JCHCTBUS;

e pedIieKCUBHBIA, KOHTPOJb, OOpalleHHBII Ha OpPUEHTHPOBOYHYIO  OCHO-
BY, "TutaH" IEMCTBUS M OMUPAIOIIMICS HA TIOHUMaHUE MPUHIIMIIOB €ro MOCTPOCHHUS;

e  KOHTPOIIb 10 PE3yIbTATy, KOTOPBIA MPOBOJUTCS MOCIE OCYIIECTBICHUS Y4eOHOTO
NEHCTBUS METOJIOM CpaBHEHUs (DaKTHUECKHUX PE3yIbTaTOB WUJIM BBIMOJIHEHHBIX ONepanui ¢ 00-
pasiom.

TemaTH4ecKuil KOHTPOJIb OCYILIECTBISETCS MO 3aBeplIeHUH TeMbl. OH MO3BOJISIET Olle-
HUTH 3HAHUS U yMEHHUS OOydYalOUIMXCs, MOJyYCHHbIE B XOJAE JAOCTATOYHO MPOJOJDKHUTEIHHOTO
nepuojsia paboThl U peanu3yercss B popMe IMPOBEPOYHBIX paboT, peKOMEHIOBaHHBIX aBTOPAMHU
YMK, TemMaTH4ecKOro TECTUPOBAHMS.

HToroBblii KOHTPOJIb IPOBOJAUTCS B KOHIIE KaXIOr0 Y4eOHOTO Mepuoaa U B KOHIIE
yueOHOro roja

B kon1e kaxxaoro yyeOHOro nepuojia y4amuiics npeaocTanisier HopThoaInuo BhIIOIHEH-
HBIX pa0oT (ITPAKTUYECKUX U TIPOBEPOYHBIX ).

Kpurepun oueHuBaHusi IpOBEPOYHBIX padoT

[TpoBepounas paboTa (KOHTpOIbHAsE paboTa, TECT) CUUTAETCS BBINOJIHEHHOH (3a4er), ec-
7M yvamuiics HaOpai He MmeHee 50% 0ayuioB OT MaKCUMaJIbHO BO3MOXKHOT'O KOJIMYECTBa OAJLIOB,
MHaye - He3auerT.

KpuTtepuu onieHOK Npy BHINOJTHEHUH MPAKTHYECKHUX 32 JaHUIA:

[TpakTuyeckas paboTa cyUMTaeTCs HE BBIIIOJHEHHOM, €CIM yUEHHK CaMOCTOSITENILHO He
crpaBuwics C pabOTOM, TEXHOJOrMYEeCcKas IMOCIeNI0BaTeIbHOCTh HapylleHa, MpPU BBHIIOIHEHUU
orepauuii JOMyIieHbl OoNblINe OTKIOHEHMs, paboTa opopmiieHa HEOPEKHO U UMEET He3aBep-
HIEHHBIA BUJ, N300payKEHHE HE COOTBETCTBYET 00pasily.

KpuTtepuu oneHok Aj151 TBOPUYECKOI0 MPOEKTA:

ACTETUYHOCTh OPOPMIICHUS,

COJIEpKaHUE, COOTBETCTBYIOIIEE TEME PaOOTHI,
e OTpa)k€HHE BCEX 3HAHWM M yMEHUH ydyalluxcs B JaHHOH padore,

yCTIeITHAas 3aliTa MPOeKTa.
CucremMa OLleHUBAHUSA
W3 BBIMOMHEHHBIX MPAKTHYECKUX PadOT W HATTMCAHHBIX MPOBEPOYHBIX PabOT ydaruics
dopmupyeT nopThosino, KOTOPOE MPeICTABIAET YUUTENO B KOHIIE y4eOHOro Mepruoa.

Cuctema onieHnBaHus - 3ayeTHas ("3ader”, "He3ader"). B koHie yueOHOTO mepuoaa
ydameMycsi BBICTaBJISIETCS OTMETKa "3a4yeT", eClii OH PETYJSIPHO TOcemall 3aHsaTus (He MeHee
2/3 OoT KONMYECTBA 3aHATUNA B OTUYETHOM IE€PUOJIE) U BBHINOJHMI He MeHee 50% y4ueOHbIX 3ana-
HUH (OmpeensieTcs: Mo MPeACTaBICHHOMY MOPTQOIINO0), a B KOHIIE Y4eOHOT0 rojia yCIenHo 3a-
IIATHI UTOTOBBIN MMPOEKT.



IlepeyeHb OIMGOK
I'py6blie oIMOKHU

o He3nanue ompeneneHuii, OCHOBHBIX MOHSTUN, MPAaBUJ, OCHOBHBIX ITOJIOKEHUI
TEOPHUH, IPUEMOB COCTABJICHUS AJITOPUTMOB.

. Heymenue BbIIEISATh B OTBETE IJIaBHOE.

. Heymenune npuMeHsITh 3HAHUS JUIsl PEIICHHS 3a]1ad, HEMpaBUILHO CHOpPMYIHUPO-

BaHHbIE BOIPOCHI 33]]a4l MJIM HEBEPHOE OOBSICHEHUE XO/a €€ PELICHUs, HEe3HaHUE IIPUEMOB pe-
HICHUS 3a/1a4, AaHAJOTMYHBIX paHee PEeIICHHBIM B KJacce; OMIMOKH, MOKA3bIBAIOIINE HEMPABUIIb-
HOE MMOHMMaHHUE YCJIOBUS 33J]auu, HeTPaBHIbHBIA BEIOOP MHCTPYMEHTOB IS BHIIOJTHEHUS pabo-
ThI

. Heymenue mosicHUTB 3Tarnbl pemeHusi, 000CHOBATh BHIOOP HEOOXOIUMBIX CPENICTB
JUISL €€ PELLEeHUs.

. Heymenue noarotoButh K paboTe KOMIBIOTED, 3aIlyCTUTh NIPOrpaMMy, MOJTYyYUTh
pe3yibTaThl U OOBACHUTD UX.

. HeOpexHoe OTHOILIIEHHE K KOMITBIOTEPY.

. Hapymenune tpeboBanuii nmpaBmi 6€30MacHOTO TpyAa MpH padoTe Ha KOMIIBIOTE-

pe.
Herpyo6ble o1un6Ku

[TorpemHocTh (HerpyOasi ommOKa) CBUACTEILCTBYET O HEUETKOM IPEICTABICHUH pac-
CMaTpUBAEMOT0 OOBEKTA!

. HetouHocTh (GopMynupoOBOK, ONpENENCHU, MOHSITHI, BbI3BAaHHbIC HEMOJIHOTOU
O0XBaTa OCHOBHBIX IMPU3HAKOB OMPEIEAEMOr0 MOHATHS; OUTMOKA CHHTAKCHYECKOTO XapakKTepa.

. HepanmonanbHeiil BBIOOp HHCTPYMEHTOB JIJIsl BHITIOJIHEHUSI 3aJaHUSI.
HeaouyeTsl

. HerouHocTH B YCTHOM M MHUCHbMEHHOM peyH, HE UCKaXKAIOIINE CMBICIIa OTBETA UITU
pelIeHus, Cly4ailHble OMUCKH U T.II.

. OTtaenpHbIE HETOYHOCTH B (HOPMYIHPOBKE BOTIPOCA UITU OTBETA.

. HeOpesxxHoe BBITTOTHEHUE 3aITUCEH.

. Opdorpaduueckue u MyHKTyallMUOHHBIE OITUOKU

5. CogeprxkaHue 3/1eKTUBHOTO Kypca "OcHOBbI HHPOPMALMOHHOM

0e30MaCHOCTHU B TeJIEKOMMYHHMKALlUOHHBIX CeTAX"

IIpaBoBoe obecnieyenue nHpopmanuoHHoii 6ezonacHocTu (9 4.)

Knaccudukanus nnpopmanuu. MHpopmarmonHas 0e30MacHOCTb: OCHOBHBIE TOHSTHSL.
AcnexTsl 0ezonacHocTd. [IpuHIMIIBEI HHPOPMALMOHHON Oe30macHOCTH. Pa3HOBHIHOCTH yrpo3
uHpopMannoHHoM Oe3zomacHocTH. Kitaccudukanus ys3Bumocteit cuctem 6e3omacHoctu. Obec-
nevyeHrne nHpopMamoHHom 6e3onacHoctu B Poccun. KubepBoiiHbl

Nudopmanus kak 00bEKT MpaBoBOro peryinupoBanus. MHpopmaliisg orpaHu4eHHOro J10-
cryna. [loHATHE KOMIIBIOTEPHOTO MPECTYILICHUS. Y TOJIOBHOE 3aKOHOATEIhCTBO U KOMITBIOTEP-
Hasl IpecTymHOCTbh. [IpaBoBOE perynmpoBaHre OTHOIICHUH B cepe MHPOpPMATH3AIIUH 00IIECTBA
U JIeATeIbHOCTH OPraHOB BHYTPEHHUX e

CoBpeMeHHbIe MeTObI 3alIMTHI MHGopManuu (13 4.)

Tune! anmapatypsl B ceTsix HTepHeT. MeponpusTus oT yTeuku HHPOPMALIUU IO TEXHU-
YEeCKUM KaHallaM



[epexBat unpopmanuu. MeToasl ¥ CpesICTBA 3alUTHl HH(POPMAITMOHHBIX CUCTEM

Tunel arax

Kraccel 6e30macHOCTH HHPOPMAIIMOHHBIX CUCTEM

3amura nepeaBaeMblxX JIEKTPOHHBIX JaHHBIX

IlepcoHanbHble JaHHbIE. 3alUTa IEPCOHAIBHBIX TaHHBIX

Vcnonb3oBaHue mepcoHalbHBIX OpaHAMAy3poB Ui ONTHUMM3alMU paboThl B cetu MH-
TEpHET.

Cuctembl mu(poBaHUs C OTKPBITBHIM KitodoM. CumMmeTpuunoe mudposanue. Ceptudu-
KaTel, 0OMeH ceptudukaramu, nosepue. lllnuppoBanre MHGOPMALUU HA MPHUKIATHOM YPOBHE.
DnexTpoHHas (POBast MOIIUCH

Creranorpadus

be3onacHocTh MPOrpaMMHOro odoecredeHus U JaHHbIX (9 4.)

be3zonacHocTh onepaioHHbIX cucTeM. lIpaBuia co3gaHus U 3aMeHbl Maposel, pasrpa-
HUYEHHUE JJOCTYIa Ha OCHOBE I10JIb30BaTEIbCKUX 3aIIUCEH.

be3zonacHocTh 6a3 TaHHBIX

ObecnieueHne 0€30MaCHOCTH JIOCTABKH, II€4YaTH, CKAHWPOBAHUS U MEpeAauu dK3aMeHallu-
OHHBbIX MarepuanoB EI'D

Bpenonocusie nmporpammsbl. Tumnsl Bupycos. [IpusHaku 3apaxeHus: KOMIbIOTEPA. 3aIUTa
OT BPEIOHOCHBIX POTpaMM. AHTUBUPYCHBIE MTPOTPAMMBI, IPOrPaMMBbl IETEKTHPOBAHUS U y/a-
JICHUS HeXKENaTeJIbHBIX BHEAPEHUI

[IpoBeneHue 0OHOBIEHUS TPOrPAMMHOTO O0ECIICUEHUS

Opranu3anus KOHTPOJIS 32 NOCTYMAKoIIeH U ucxozsmeil nudopMaruei.

6. KOHTpO/IbHO-TEMaTHYeCKoOe IJIAaHUPOBaHU e 3JIEKTUBHOTO Kypca
"OcHOBbI MHPOPMALIMOHHOM 6€30MACHOCTH B TEJIEKOMMYHHUKALMOHHbIX
ceTsax"

Copepsxanue pasiena KosnuecTBo yacon Bun JlaTa npoBeaeHust
obmiee KP u IIP KOHTPOJISI KOHTPOJIs1 (HOMep
HeJ1eJIn)
IIpaBoBoe obOecricucHE UH- 8
(hopManoOHHO# 6€30MaCHOCTH
CoBpeMeHHbBIE METOBI 3aITUTHI 13
nHpOpPMALUT
BesonacHOCTh MPOrpaMMHOTO 9
obecrieueHus
KoHTpouab 3HaHUi 1 yMeHUii: 3 3 TecrupoBanue, [1P 27.04 —02.05 (31)
TECTUPOBAHHE, BBITIOJIHCHUE 04.05 — 09.05 (32)

UTOTOBOH MPaKTHYECKOH pado-

11.05 — 16.05 (33)
ThI

HTorosoe nmosropenue, pe- 1
3epB

Hroro 11 kmacc 34 3




7. loypo4yHO-TEMaTUYECKOE MJIAHUPOBAaHUE

10

Ne ypoka

Tema ypoka

Conep:xanue (OCHOBHbIE OHSATHS)

Bo3MoikHbBIE
BHAbI KOH-
TpoJisi

HUKT

JlaTta
(Homep
HeJ1eJIH)

IIpaBoBoe o0ecneyenne HHGOPMALMOHHOI 0e30ma

cHoctH (9 4.)

Knaccudukamnms na-
(dopmarn

Buns! kimaccudukammii. Kimaccuduxa-
st nHGopMmanuu o Gpopme rnpescras-
JICHUS1, IO 00JIaCTH BO3HUKHOBEHHS, 110
croco0y nepenady U BOCIPHUATHS, 110
00LIeCTBEHHOMY Ha3HAU€HUIO, IO CIIO-
co0aM KOAUPOBaHU

OKO

WudopmanunonHas 6e3-
OIIACHOCTH: OCHOBHBIE
MOHATHSA. ACIIEKTEI 0€3-
OIIACHOCTH

OcHosuble nousTus Ub. Acnekrsl 0e3-
OTTaCHOCTH (IIeTIOCTHOCTD, JJOCTYTI-
HOCTB, KOHPHUICHITNATHHOCTD

OKO

[MpuanmnBE HHGOPMA-
LIMOHHOI 6€30MacHOCTH.
PasHoBHaHOCTH Yrpo3
WHPOPMALMOHHOH Oe3-
ONIaCHOCTHU

Ocnosnble npuHiunel Ub: npocroTa
HCTIONB30BAHMSA, IOCTATOYHAS CTOM-
KOCTb, pa3rpaHHIEeHHUE JOCTYIIa, MUHH-
MaJIbHbIC IPUBHIIECTHH U T.J. OCHOBHBIE
THIIBI YIPO3: KOH(UIECHIIMAIBHOCTH,
LIEJIOCTHOCTH, AOCTYNHOCTH. MIcTOUHU-
KM yTpo3; BHYTPEHHHUE U BHELTHHE.

®KO

Krnaccudukanms ys3su-
MocTel cucteM Oe3-
OIaCHOCTH

Knaccudukaius ys13BUMOCTEH: ysI3BU-
MOCTH MPOCKTUPOBAHUS (TIPOCKTUPO-
BaHUE); YA3BHMOCTHU peann3anuiu (pea-
JIU3aIMsl); YA3BUMOCTHA KOHDUTYpAIIUU
(oxcmryatanus). [OCT P 56546-2015
3amura nHPOpPMAIUH. Y I3BUMOCTH
nHPOPMAINOHHBIX cucTeM. Kimaccudu-
Kanus ysS3BUMOCTEH HH()OPMAIIHOHHBIX
CHCTEM

®KO

Obecneuenne nHPOP-
MAaIOHHOH 0e30macHo-
ctu B Poccun u mupe.
KubepBoiins

Pons Ub B mupe u Poccuun. Ctpykryp-
HbIE DJIEMEHTBI HHPOPMAIMOHHOI Oe3-
OMaCHOCTH Ha MEXAYHAPOJHOM H
BHYTPHUIOCYIapCTBEHHOM ypoBHe. H-
¢dopmanuonHas 6e3onacHocTh B Poc-
cun. [IpoGnemsr u yrposst b Ha mex-
JIYHapOJHOM YPOBHE

DKO, co-
o0I1IeHIE

Nudopmanus kak 00b-
€KT IPaBOBOTO PETyJIH-
posanus. Unpopmanms
OTPaHUYEHHOTO AOCTYIa

Wudopmanus kak 00bEKT MPABOBOTO
perynupoBanusa. CBoiicTBa nH(pop™Ma-
nuu. JlIokyMeHTHpOBaHHAS HHPOpMa-
U ¥ JOKyMeHT. [IpaBoBoe obecrieue-
HHUE HHPOPMAIIMOHHOH 6e3011acHOCTH
P®. ITonsiTue, mpU3HAKU U CTPYKTypa
nH}opManny corpaHMYEHHbBIM JOCTY-
oM. Buzpl nadopmanum orpaHudes-
HOTO JOCTyna

OKO

[onsATHEe KOMIBIOTEPHO-
ro NpecTyIUIeHus. YTo-
JIOBHOE 3aKOHOJATENb-
CTBO ¥ KOMITBIOTEpHAs
MIPECTYITHOCTh

[TonATHE KOMIBIOTEPHOIO MPECTYILIE-
HUSI M €r0 0COOEHHOCTH. Buibl KoMITh-
IOTEPHBIX NPECTyIIIEHUH. .MeTob!
OOHapy>XEHHS U MPeIyNPEeKICHNS TIpe-
CTYIUICHHH B MHPOPMALIMOHHON Cpeze.

O6m1ast XapaKTepUCTHKA IPECTYIUICHUI

®KO, TP



https://studfile.net/preview/4404078/page:3/
https://studfile.net/preview/4404078/page:3/
https://studfile.net/preview/4404078/page:3/
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Ne ypoka

Tema ypoka

Conep:xaHue (OCHOBHbIE IOHSITHS)

Bo3MoskHEBIE
BHAbI KOH-
TPoJIs

HUKT

Jara
(HOMep
He/eu)

B KOMIIBIOTEPHOH c(hepe 1o COBPEeMeH-
HoMy Poccuiickomy yroyioBHo-

My 3akoHogaTenbcTBy. YK P®: mpe-
CTYIJICHUS B chepe KOMITBIOTEpHOU
nHdopmanuu

IIpaBoBo€ perynuposa-
HHUE OTHOILICHUIA B chepe
nHpopmaruzanum 06-
IIECTBA U JCATCIbHOCTH
OpraHOB BHYTPEHHUX
aen

OCHOBHBIE 331241 TPABOBOM UHPOP-
Maruzaiuu. Cuctema HHPOpMaIHOH-
HOTO 3aKOHOAAaTenbcTBa. [IpaBoBEIe
nH}opmannoHHble cucteMbl. OpraHbl
BHYTPCHHHX JIeJl B MEXaHH3ME IIPaBo-
BOTO pETYJIHPOBAHUA B chepe odecte-
4yeHns1 NH(POPMaIMOHHOH 0e30macHo-
CTH

OKO

CoBpeMeHHbIe MeTO/IbI 3aIIUThI HH(OPM

anuu (13 4.)

Tumer anmapatypsl B
cersix MHrepHer. Mepo-
MIPUSATHA OT YTE€UKH HH-
(bopmarmu 1Mo TexHUIe-
CKMM KaHajlaM

CereBoe obopyznoBanue. Buasr. Oc-
HOBHBIE TTOHATH. THITBI KaOeei.
CpencTBa 1 CIIocOOBI 3aIIUTHI. 3aIInuTa
WHPOPMALIUHU OT YTCUKH 110 KaHaJIaM:
aKyCTHYECKHM; DJICKTPOMATHUTHBIM; 32
CYeT B3aMMHOT'O BIUSHUS MPOBOJIOB U
JIMHUY CBSI3H; 32 CYET BHICOKOYACTOT-
HOT'O HaBS3BIBAaHWH;, B BOJJOKOHHO-
ONTHYECKUX JIMHUSAX U CUCTEMAX CBSI3H.

®KO

10

[MepexBat undopmanum.
MeToapb! 3alIUTHI.

Cnoco0bl nepexsaTa HHHOPMALIUH.
[IpoTtuBoAciicTBUE MepexBaTy HHPOP-
MaIuy. 3aluTa JUYHBIX JaHHBIX

©KO, ITP

10

11

CpencTBa 3amuThl UH-
(OpPMAIIOHHBIX CHCTEM

Merto/pl 3amuThl HHGOPMALIUK B HH-
(OpPMaIOHHBIX CHCTEMaX (TIPErsT-
CTBHE HA ITyTH MPEII0JIaraeMoro mo-
XHUTHUTEJIS, YIpaBJIeHNE, MAaCKUPOBKa,
pernamMeHTanus; MpUHYXISHHUE; 110-
Oyxnenne). CpencTsa 3amuTsl HHOP-
Manuu B HHGOPMAMOHHBIX CHCTEMaxX
(opraHu3anMOHHBIE U TEXHUYECKHE).
AyTteHTr(UKANKSA U UICHTUDUKAIHS

®KO

11

12

Tune! aTax

Buapl u kiaccugukanus atak Ha WH-
(hopMaIOHHBIE CUCTEMBI (I10 XapaKTe-
Py BO3AEHCTBHS Ha CETh; TI0 IIETIH BO3-
JeHCTBUS; 110 HAJTMYUIO OOpPaTHOI CBs-
3M C aTaKyeMOil CeThI0; TI0 YCIOBHUIO
HavaJla OCYIIECTBIICHHS aTaKu; 110 pac-
TIOJIOKEHHIO CYOBEKTa aTakKi OTHOCH-
TENbHO 00BEKTA; 110 YPOBHIO 3TaJIOH-
Hoit mogenu [SO.). MeToab! 3a1UThI.
DDoS-artaku: THIIBI, 3a1[1Ta, yCTPaHe-
HHUE aTaK

®KO,
oO1ienne

Co-

12

13

Krnaccer 6e3omacHocTi
UH()OPMAIMOHHBIX CH-
creM

TpeboBanus x ypoBHsIM 1 kiaccam b
(mpowmsBoNEHOE yTIpaBieHue; Oe3omac-
HOCTB TIOBTOPHOTO MCIIOJIH30BAHNUS;
METKH 0€3011aCHOCTH; IPHHYAUTEIFHOE
yIpaBieHHE; MeTKa 00beKTa). Y pPOBHU
u knaccel b (A, B, C,D)

OKO

13

14

3amura nepeaaBaeMbIx
AJIEKTPOHHBIX JaHHBIX

3amuTa 3MeKTPOHHBIX TOKyMEHTOB!
obecrieyeHne eJIOCTHOCTH U KOH(H-
JICHIIMAJIbHOCTH

OKO

14

15

HGpCOHaJ'ILHLIe JTaHHBIC.
3a1111/1Ta TNEPCOHAJIBHBIX

IlonsTue MEPCOHAJIBHBIX: TaHHBIX. Ka-
TCTOpHU U COCTAB NEPCOHAJIbHBIX J1daH-

OKO

15



http://yandex.ru/clck/jsredir?bu=8jcb5a&from=yandex.ru%3Bsearch%2F%3Bweb%3B%3B&text=&etext=2202.EvSomq0OgJ9X9AWEOPs1qH0_OE794hGhcgw9U8RsyM1wY3hsY2djcXNieG16d3R1.1c9bdcfd81e209c10766c18cafd37331b3ec563e&uuid=&state=jLT9ScZ_wbo,&&cst=AiuY0DBWFJ5Hyx_fyvalFFEp9ETFJYOVb7EAeRSogkzUpqlvnVuFENPxQD97p_-8KOZgHYvUL0I4db7WjBB5L7RKsR9BIpWS31bbQFzsHuqmzKeA2RhTEKtWZ1ap-NKRD8cSSP21ew6AcvvE4n0AY5WZ2epyUba9pKGoTJi7Q3U2cUYGJ4y0GRODbBBOUL5QA_UnRJw6eKRo-j15Abs8_6sHkfqgy7Li90f8VhmTfBpwUTvXbX4tKsTL89q11q1Von_XWfQY7dFXCPepO_VqgSyhedSXLw-cshh4ZWz6IznDnSEis-CANsnNjqobJE5743FP7_ZMsbINF2diOrqGNxDwXwmUJ8ouIhplOCinVOi68-Yl2MEKTDltz7rNWOpR7MyZyySv0nfcNxn7kOXjIei6N-hnZSqwrROVci09tny7Km6emZIIP3co9tKAMZlQiVRoFRDil_L2wz8RFIPFqS4pt_cK47sBsTMFEbpQOzhLfjhO7I9HDzbDrSrPkhIvKA7AkKbVgKmxVmXLu0VRAUOSOGhtmc6u1A7P61SLFagHiz96bz1tPy-88x03ACbbbibA7rAvPBZfRsgYlwCXxKffdbAzT__s6IQ8kjhyZLPEYz8Rys1oTFndQt4RNmvmbpEIM_GepEUwsjLsZRIbLu_CIKqvEwFr2sZFU6m-8LSJRct0NtrzKS0LNTDbvmd61M_HhE4g0tiLVpRCyB9C65-lMCZMH7jKw-D-FB6ByeLAvi4LgcMn9-KofAEXBNN5iFZ4IbPLY4XVLrIPzM8eqAdrv4mnB1IvOVxghAgAzJYBEcHwvAc13sG0Osvg47YVu7fYTGAXO-TlZAuKFJYDYOpmcjZDoHOrC4RZv7mVHrlKnl0sZMWHW4f5t8M4wyCJNFPuuoUtGqAT9cXqG9hL4MqQ2M3WjOI0C7p5q8YD7ioyDJRFzKKwIqWDjIHm6e-QUYIOx_ewWCDZw47i1AqO-o18BsLjQdKN&data=UlNrNmk5WktYejY4cHFySjRXSWhXR0RMeGtWVHpUTWhCMWtUU2VfaFlyb1RmbzdoUVN1OVdLSFZWVVU0STVDazZGTXhUb1hWUzE5X2NhNXJzZDBPaVZUTFZzb296NTFLMzgtcnJwLWxxZm8xTm1McFZOQ05GZyws&sign=6dcd82276ce8034df2fa436a1b4ed1e9&keyno=0&b64e=2&ref=orjY4mGPRjk5boDnW0uvlrrd71vZw9kpVBUyA8nmgREXYT-kEpUBjlqLyUCH543puaTtOtThwKvcX60ivEE3fZrzKMAXZxiSsP9FYjx6zj1B2Ez7FIIevUjjATgYZ9NA6-nPJG-04bk,&l10n=ru&rp=1&cts=1579950203116%40%40events%3D%5B%7B%22event%22%3A%22click%22%2C%22id%22%3A%228jcb5a%22%2C%22cts%22%3A1579950203116%2C%22fast%22%3A%7B%22organic%22%3A1%7D%2C%22service%22%3A%22web%22%2C%22event-id%22%3A%22k5thk2y4hl%22%7D%5D&mc=3.8846914781322086&hdtime=154471.2
http://yandex.ru/clck/jsredir?bu=8jcb5a&from=yandex.ru%3Bsearch%2F%3Bweb%3B%3B&text=&etext=2202.EvSomq0OgJ9X9AWEOPs1qH0_OE794hGhcgw9U8RsyM1wY3hsY2djcXNieG16d3R1.1c9bdcfd81e209c10766c18cafd37331b3ec563e&uuid=&state=jLT9ScZ_wbo,&&cst=AiuY0DBWFJ5Hyx_fyvalFFEp9ETFJYOVb7EAeRSogkzUpqlvnVuFENPxQD97p_-8KOZgHYvUL0I4db7WjBB5L7RKsR9BIpWS31bbQFzsHuqmzKeA2RhTEKtWZ1ap-NKRD8cSSP21ew6AcvvE4n0AY5WZ2epyUba9pKGoTJi7Q3U2cUYGJ4y0GRODbBBOUL5QA_UnRJw6eKRo-j15Abs8_6sHkfqgy7Li90f8VhmTfBpwUTvXbX4tKsTL89q11q1Von_XWfQY7dFXCPepO_VqgSyhedSXLw-cshh4ZWz6IznDnSEis-CANsnNjqobJE5743FP7_ZMsbINF2diOrqGNxDwXwmUJ8ouIhplOCinVOi68-Yl2MEKTDltz7rNWOpR7MyZyySv0nfcNxn7kOXjIei6N-hnZSqwrROVci09tny7Km6emZIIP3co9tKAMZlQiVRoFRDil_L2wz8RFIPFqS4pt_cK47sBsTMFEbpQOzhLfjhO7I9HDzbDrSrPkhIvKA7AkKbVgKmxVmXLu0VRAUOSOGhtmc6u1A7P61SLFagHiz96bz1tPy-88x03ACbbbibA7rAvPBZfRsgYlwCXxKffdbAzT__s6IQ8kjhyZLPEYz8Rys1oTFndQt4RNmvmbpEIM_GepEUwsjLsZRIbLu_CIKqvEwFr2sZFU6m-8LSJRct0NtrzKS0LNTDbvmd61M_HhE4g0tiLVpRCyB9C65-lMCZMH7jKw-D-FB6ByeLAvi4LgcMn9-KofAEXBNN5iFZ4IbPLY4XVLrIPzM8eqAdrv4mnB1IvOVxghAgAzJYBEcHwvAc13sG0Osvg47YVu7fYTGAXO-TlZAuKFJYDYOpmcjZDoHOrC4RZv7mVHrlKnl0sZMWHW4f5t8M4wyCJNFPuuoUtGqAT9cXqG9hL4MqQ2M3WjOI0C7p5q8YD7ioyDJRFzKKwIqWDjIHm6e-QUYIOx_ewWCDZw47i1AqO-o18BsLjQdKN&data=UlNrNmk5WktYejY4cHFySjRXSWhXR0RMeGtWVHpUTWhCMWtUU2VfaFlyb1RmbzdoUVN1OVdLSFZWVVU0STVDazZGTXhUb1hWUzE5X2NhNXJzZDBPaVZUTFZzb296NTFLMzgtcnJwLWxxZm8xTm1McFZOQ05GZyws&sign=6dcd82276ce8034df2fa436a1b4ed1e9&keyno=0&b64e=2&ref=orjY4mGPRjk5boDnW0uvlrrd71vZw9kpVBUyA8nmgREXYT-kEpUBjlqLyUCH543puaTtOtThwKvcX60ivEE3fZrzKMAXZxiSsP9FYjx6zj1B2Ez7FIIevUjjATgYZ9NA6-nPJG-04bk,&l10n=ru&rp=1&cts=1579950203116%40%40events%3D%5B%7B%22event%22%3A%22click%22%2C%22id%22%3A%228jcb5a%22%2C%22cts%22%3A1579950203116%2C%22fast%22%3A%7B%22organic%22%3A1%7D%2C%22service%22%3A%22web%22%2C%22event-id%22%3A%22k5thk2y4hl%22%7D%5D&mc=3.8846914781322086&hdtime=154471.2
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Tema ypoka Conep:xanue (0CHOBHbIE TIOHATHS) Bo3moxubie | UKT | Jara
g BH/IBI KOH- (Homep
2 TPOJIs He/eu)
5
JAHHBIX HBIX. DTamsl paboT 110 3amIuTe Iepco-
HAIIBHBIX TAHHBIX. 3alluTa mepco-
HaJIbHBIX JTAaHHBIX, OTBETCTBEHHOCTD 32
Hapyumienue. ®3 0 mepcoHaNbHBIX JAaH-
HBIX.
16 | Ucmoms3oBanue nepco- | Yro takoe Opanmmaysp. Beidop ®KO, IIK + 16
HaJIbHBIX OpaHaMayspoB | Opanamayspa. Kondurypanus cereBo-
JUISL OITUMM3AIMHK pabo- | ro 9kpaHa. MeTobl HCII0JIb30BaHUS
ThI B ceTH MIHTEpHeT. OpaHaMayspa, XaKepCcKue aTaku Ha
OpanmMaysp
17 | Cucrems! mm¢poBaans | Mpuest KpUNITOCHCTEMBI C OTKPBITHIM ©KO, ITP + 17
C OTKPBITHIM KITFOUOM. KITF0YOM (0OTIIHe IPUHIIHITBL, Peatn3a-
CummerpryHOe UGPO- | U Yepe3 OAHOCTOPOHHIOK (YHK-
BaHUE. o). Cxema muppoOBaHUS ¢ OTKPHI-
TBIM KITFo9oM. CuMMeTpudHOe mHdpo-
BaHUE.
18 | Cepruduxarsl, oOMeH Ceprudukat: nonsarue. 3anpoc, ycra- ®KO + 18
cepTuduKaTaMu, T0Be- HOBKa ceprudukata. JlobaBneHue cep-
pue. TH(]HKaTa B XpaHUJIHIIE
19 | Uludposanue nudop- HIudpoBanne nHPpOpPMALMU HA TIPH- ®KO + 19
Malliy Ha MPHUKJIaJHOM KJagHoM ypoBHe. HdpacTpykTypa
YPOBHE. 3alIMTHI HA PHUKJIATHOM YPOBHE
20 | DnektponHas uudposas | OII: ocHoBHBIE TpUHLUIIEL McTopus ®KO + 20
MOJINUCH BO3HHMKHOBeHHA. Airoputmsl. [Tognen-
Ka MoAnucen. YnpapjaeHUe KIIOUYaMU.
Hcnonp3oBanue OI1
21 | Creranorpadmus Creranorpadus: nonstue. Llenn, akry- ©KO, ITP + 21
AIIBHOCTB, MMPAKTHYCCKOCTIPUMCHEHHE.
Krnaccudeckas 1 KOMITBIOTEpHAs cTeTa-
Horpadwus. Creranorpadus B coBpe-
MEHHBIX KHOepaTakax
be3onacHocTh NPOrpaMMHOro odecnevyeHust M JaHHBIX (9 4.)
22 BesonacHocts onepanu- | [IpoGnema 6e3omacuoctu. TpeboBanus ®KO + 22
OHHBIX CHCTEM K 0€30IaCHBIM CHCTEM: KOH(HICHITH-
AIBHOCTB, OCTYITHOCTh, LIEJIOCTHOCTH,
AYTEeHTHYHOCTh. MeXaHU3MBbI 3alHUThI
OC.
23 | IlpaBuia co3gaHus U Hanexwubrit maposns. [IpaBuia co3maHus ®KO, ITP + 23
3aMEHBI IIapoJIeH, pas- Ha/iekHBl aposeil. [IpaBuna xpaneHus
IrpaHUYEHME JOCTYyIA HA | U UCIOJIb30BaHuUs naposen. Boccra-
OCHOBE I0JIb30BaTENb- HOBJIEHUE napojieil. MeTonbl pa3rpa-
CKHX 3amucei. HUYEHUs JocTyna. MeToasl ynpasie-
HUS TOCTYTIOM. THUITMYIHbBIE OIIHOKH
TIpu pa3paboTKe NpaB JOCTYyIA
24 Be3onacuocts 0a3 nan- Pexwmet padotel ¢ B/I. OcobenHocTH DKO + 24
HBIX 3amuthl bJ]. OcHOBHBIE TPeOOBaHUS K
samure bJl. TpeboBanus no ympasie-
HUIO JIOCTYIIOM B 0a3ax naHHBIX. Tpe-
GoBaHUs 110 YIPABJICHHIO LETOCTHO-
CTBIO B 0a3ax JaHHBIX. MeXaHU3MBbI
3anuThl BJ|
25 | Obecmeuenne OGe3omac- Obecneuenne 6€30MaCHOCTH JOCTaBKH, ®KO + 25

HOCTH JIOCTaBKH, ITe4a-
TH, CKAHUPOBAHUS U
nepeauy SK3aMeHaln-
OHHBIX Matepuanos EI'D

re4yaTy, CKaHUpPOBAaHUS U IIepeaun
9K3aMEHAIlMOHHBIX MaTepranoB ET'D
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Tema ypoka Conep:xanue (0CHOBHbIE TIOHATHS) Bo3moxubie | UKT | Jara
g BH/IbI KOH- (nomep
4 TPOJIs He/eu)
N
2
26 | BpemoHocHEbIE Tpo- BpenonocHas nmporpamMma: ornpenene- DKO + 26
rpaMMBbl. THIIBI BUPYCOB | HHE, KiTaccuuKanus. KoMITbIoTepHBINA
BUpYC: OIPE/ICICHNE, KU3HCHHBIN
LIMKJI, KJIAaCCU(HUKALHS
27 | IpusHaku 3apakeHus [Ipu3Haku 3apakxeHUss KOMIbIOTEPA. ®KO, co- + 27
KOMITBIOTEpA [MocnencTBust 3apakeHus obmmenue
28 | 3ammra OT BpeOHOC- Crnoco0bl 3aUTHl OT KOMITBIOTEPHBIX ©KO, ITP + 28
HBIX IPOrpaMM. AHTH- BUPYCOB
BUPYCHBIE TPOTPAMMBI,
MPOTPaMMBbI JETEKTUPO-
BaHMs M yJAlICHUS He-
KeJaTeNbHBIX BHEpEe-
HUH
29 [IpoBenenue oOHOBITE- Cnoco6s1 oonosiienus I10, co3manue DKO, ITP + 29
HUSI IPOTPAMMHOTO pacrucanus OGHOBIICHHSI, HEOOXOTH-
oOecrieueHus MOCTb peryJisipHoro ooHossuenus [10
30 | Opranum3aius kouTposisi | OpraHuszaiys KOHTPOJIS 38 MOCTYMA0- ®KO, ITP + 30
3a MOCTYMAKOIIEH U nc- el ¥ UCXOASIICH nHpOopManuei, po-
xojsiied nHpopManyeil. | Bepka HICTOYHUKOB MH(OpManuy, aHa-
JIN3 3aroJIOBKOB IHceM, 6oprba co
CIIaMOM H €€ TIOCIIe/ICTBUS
KonTpoas 3Hanuii u ymenwuii (3 4.)
31 HUTOroBslii KOHTPOJIb Tectupo- 31
32 3HAHUH U yMEHHUI BaHHe, 3a- 32
33 yyauuxcsi TeCTUpOBa- IUTA Npo- 33
HHUe, 321[ITAa UTOT0BO- eKTa
ro NpoeKTa
Hrorosoe nopropenme, pesepn (1 1)
34 | Peseps | 34
HUroro 34 u.
Hymepauus yueOHbIx Heesb 2022-2023 yu. rog
Ne Hegeu epuoa Ne Henen Iepuon
1 01.09 - 03.09 17 09.01 -14.01
2 05.09 - 10.09 18 16.01-21.01
3 12.09 -17.09 19 23.01-28.01
4 19.09 —24.09 20 30.01 - 04.02
5 26.09-01.10 21 06.02 — 11.02
6 03.10-08.10 22 13.02 - 18.02
7 10.10 - 15.10 23 20.02 — 25.02
8 17.10-22.10 24 27.02 - 04.03
9 24.10-28.10 25 06.03 - 11.03
KaHUKYJIBI 29.10-06.11 26 13.03 -18.03
10 07.11-12.11 27 20.03 - 23.03
11 14.11-19.11 KaHHUKYJIbI 26.03 —-.03.04
12 21.11-26.11 28 03.04 - 08.04
13 28.11-03.12 29 10.04 - 15.04
14 05.12 - 10.12 30 17.04 -22.04
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Ne negesan Ilepuon Ne Hepenn Ilepuon
15 12.12 -17.12 31 24.04 - 29.04
16 19.12 - 24.12 32 02.05 - 06.05
26.12 — 28.12 33 08.05 - 13.05
KaHHUKYJIbI 29.12 - 08.01 34 15.05-20.05
35 22.05-27.05
29.05-31.05

8. MaTepua/IbHO-TEXHUYECKOE U YYeOHO-MeTOAUuYeCKoe obecreyeHue
3JIEKTUBHOT0 Kypca "OcHOBbl HHPOPMALMOHHOM 6€30NaCHOCTHU B
TeJIECKOMMYHUKaIlMOHHbIX CeTAX"

8.1. CHMCOK TEXHUYECKHUX CPEACTB 060yUeHUs B KAGUHETe
Jiia peanuzanuu 35eKTUBHOTO Kypca "OcHOBBI HH(GOpMallMOHHON 0€30MacHOCTH B Tele-

KOMMYHUKAIIUOHHBIX ceTsax" HCO6XOI[I/IMO HaJIMYUC KOMIIBIOTCPHOI'O KJlaCCa B COOTBECTCTBYIO-

el KOMILICKTAIIMU. Haubonee palOHAJIbHBIM C TOYKHW 3PCHHUA OpraHu3alvu ACATCIbHOCTHU

JeTe B LIKOJIE SIBJIIETCA YCTAHOBKA B KOMIIbIOTEpPHOM Kiacce 13—15 kommbroTepoB (pabouux

MECT) JUIS ITKOJIBHUKOB U OJTHOTO KOMIThIOTEpa (pabodyero Mecta) s Ieaarora.

[Ipenmonaraercs 00ObeIUHEHNE KOMIIBIOTEPOB B JIOKAIBHYIO CETh C BO3MOKHOCTHIO BBI-
xoJa B MIHTepHET, 4TO MO3BOJISET UCIOJIB30BATh CETEBbIE MU(POBBIE 00pa30oBaTEIbHBIE pECyp-

CBI.

MunuManbHbIE TpﬁﬁOBaHI/IH K TEXHHYECCKHUM XAPAKTECPUCTHKAM KaXJ0I'0 KOMIIBKOTEC-

pa crenyromnme:

e mporeccop — He Huxke Celeron ¢ TakToBoI yactoToi 2 I'T;

e omnepaTuBHas NaMATh — HE MeHee 256 MO;

° )KI/II[KOKpI/ICTaJIJII/I‘-IeCKI/Iﬁ MOHHUTOP € JUArOHAJIbKO HC MCHCC 15 Z[IOP'IMOB;

o xécTkui auck — He Menee 80 I'0;

e KJIAaBHATYpA;

e  MBIIIb,

®  YCTPOMCTBO /Ui YTCHHS KOMITAKT-TUCKOB (3KEIaTeIbHO).

KpOMe TOr0 B KaOMHETE I/IH(i)OpMaTI/IKI/I JOJIDKHBI OBITH:

® [IpUHTEp Ha paboueM MecTe YUUTels;
® [IPOEKTOp Ha pabodyeM MecTe yUUTes;

® CKaHCp Ha pa6oqu MCCTC YUYUTCIIA

Ha xommbproTepax, KOTOpbIE pacloioKeHbl B KaOWHeTe WH(OPMATHUKH, JOKHA OBITh
yCTaHOBJIEHa onepaimonHas cucrema Windows uiu Linux, a Tak:ke He00X0IMMOE TPOrpaMMHOE

o0ecrieueHne:

e TekcToBbIi poreccop (Word umu OpenOfficeWriter);

e Tabmuunsii nporueccop (Excel unmu OpenOffice.orgCalc);
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opaysep;

apxuBarop;

AHTUBHPYCHAs ITporpamMma C JIOCTYIIOM K CHCTEMe OOHOBJICHUS,
CKaHEp ys3BUMOCTEW;

JIpyrue nIporpaMMHbIe CpEICTBa.

8.2. YyeOGHO-MeTOAuYeCKOe o6ecrieyeHe 3JIeKTUBHOro Kypca "OCHOBbI

MHGOPMALMOHHOM 6€30MaCHOCTHU B TE€JIEKOMMYHUKALMUOHHbIX ceTAX"

1.
2.

11.

StudFiles: ¢aitnossrit apxus cryaentos, URL https://studfile.net/preview/4404078/page:3/
AnncumoB B.B. OcHoBBI nH(OpMaIimoHHoMi 6€301acHOCTH u 3amuThl nHGopmaruu, URL:
https://www.sites.google.com/site/anisimovkhv/learning/kripto/lecture/temal
Knaccudukanus menonos 3anmutel nHGopmanun. URL:
https://camafon.ru/informatsionnaya-bezopasnost/metodyi-zashhityi
https://pirit.biz/reshenija/informacionnaja-bezopasnost
VYrpossl undopmanmonnon oezomacHoctu. URL: https://searchinform.ru/informatsionnaya-
bezopasnost/osnovy-ib/ugrozy-informatsionnoj-bezopasnosti/
O6ecneyeHune 6€30MacHOCTH MepCcOHANBHBIX JaHHBIX. URL:
https://www.intuit.ru/studies/courses/697/553/lecture/12442
[Hupnos B.JI. OcHoBBI HHGOPMAITMOHHON 0€30MTaCHOCTH aBTOMATU3HPOBAHHBIX CUCTEM:
Kpatkuit kypc.- PoctoB-na-J{ony: ®enukc, 2008. URL: https://www.e-
reading.mobi/bookreader.php/134422/Cirlov_-

Osnovy_informacionnoii_bezopasnosti. Kratkiii_kurs.pdf
Hudopmanus u cpeactsa ee 3ammtel. URL: https://itnan.ru/post.php?c=1&p=343498 (xnac-
cudukaiyst ”HPOpMAaIHH)

OcHOBBI 3a1IMTHI HHPOpPMaLUK: yueOHoe mocodue. Uza. 5-e, nepepad. u

. mom. — Tomck: B-Cnextp, 2011. URL:

http://Kibevs.tusur.ru/sites/default/files/upload/manuals/shelupanov ozi.pdf
http://pro-spo.ru/secure/270--1-r-ad-awarer-personal



https://studfile.net/
https://studfile.net/preview/4404078/page:3/
https://www.sites.google.com/site/anisimovkhv/learning/kripto/lecture/tema1
https://camafon.ru/informatsionnaya-bezopasnost/metodyi-zashhityi
https://searchinform.ru/informatsionnaya-bezopasnost/osnovy-ib/ugrozy-informatsionnoj-bezopasnosti/
https://searchinform.ru/informatsionnaya-bezopasnost/osnovy-ib/ugrozy-informatsionnoj-bezopasnosti/
https://www.intuit.ru/studies/courses/697/553/lecture/12442
https://www.e-reading.mobi/bookreader.php/134422/Cirlov_-%20_Osnovy_informacionnoii_bezopasnosti._Kratkiii_kurs.pdf
https://www.e-reading.mobi/bookreader.php/134422/Cirlov_-%20_Osnovy_informacionnoii_bezopasnosti._Kratkiii_kurs.pdf
https://www.e-reading.mobi/bookreader.php/134422/Cirlov_-%20_Osnovy_informacionnoii_bezopasnosti._Kratkiii_kurs.pdf
http://kibevs.tusur.ru/sites/default/files/upload/manuals/shelupanov_ozi.pdf
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JIMCT perucTpanuu M3MeHeHU, BHECEHHBIX B pa604y10 MporpaMmmy

Ne Hdara Ne crp. ¢ Xapakrepucruka PexBu3UTHI DOUO Hoanuce
./m. U3MEHEeHHSIMH HU3MeHeHMit JOKYMEHTa, pabdoTHHKA, padoTHHKA
3aKpeIuIsIoIero BHecCLIero

H3MCHCHHE H3MCHCHHE
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